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Figure 1: (a) Recording of near-field sensor (NFS) signals in an office. (b) NFS module used in the experiment. (c) Example of
recorded NFS signals, along with extracted features, whose contributions to authentication were evaluated in this study.

ABSTRACT

We evaluated biometric authentication based on chest wall dis-
placement recorded as time-series signals by a wearable near-field
electromagnetic sensor (NFS) and on features extracted from those
signals. NFSs can record near-field changes between the chest wall
and the antenna with minimal restrictions; however, definitive fidu-
cial features for these waveforms have not been established, yet
are necessary for deployment in resource-constrained personalized
systems. We collected NFS signals from 22 participants using an
NFS module and defined 40 features to evaluate their contributions
to authentication. We compared authentication performance across
different feature combinations and models. A random forest model
achieved the equal error rate of 0.065+0.066, while an extreme
gradient boosting model achieved the fastest processing time.
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1 INTRODUCTION

Near-field electromagnetic sensors (NFSs) can detect several physi-
ological phenomena in humans. An NFS uses a small antenna to
sense minute near-field changes, which are manifested as variations
in antenna impedance, without requiring skin contact. It detects mo-
tions of underlying organs (e.g., cardiac activity) rather than surface
skin displacement [4, 10], offering advantages over other heartbeat
measurement techniques such as electrocardiography (ECG) and
photoplethysmography (PPG) in terms of non-contact operation
and robustness to ambient light. Our previous works developed an
NFS module for heartrate monitoring [14] (Fig. 1(a)), and an authen-
tication system using that module [3] based on studies showing
that waveforms recorded by these techniques exhibit individual
characteristics [4, 10, 14]. Time-series physiological signals such as
ECG and NFS signals may enable seamless integration of biomedical
monitoring and authentication in personalized systems [12, 13].

Signal-processing techniques for user authentication using time-
series physiological signals are broadly categorized as fiducial or
non-fiducial [12]. Fiducial methods focus on waveform morphology
(e.g., positive and negative peaks) and extract those landmarks from
signal segments as features, which are also important for physiolog-
ical interpretation [7]. Non-fiducial methods apply mathematical
computations or machine learning such as frequency analysis or
deep learning techniques to segments [5, 8, 12], whose outputs
can be harder to interpret. To the best of our knowledge, no study
(including our previous work [3]) has explicitly defined and evalu-
ated fiducial features for NFS waveforms; this gap is partly because
NEFSs have been less widely available and prior work has empha-
sized frequency-domain analysis for biomedical applications [4, 10].
Further investigation of NFS signal processing for both authentica-
tion and biomedical applications is needed, with attention to light-
weight algorithmic optimization and physiological interpretability
in resource-constrained personalized systems [13].

In this work, we investigate fiducial features in NFS signals
and evaluate their contributions to authentication to derive an
optimized algorithm. Our contributions are summarized as follows:
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Table 1: Features extracted from NFS signals with importance ranks in authentication in each recording state.

Importance rank (rest, speak, type)

Ref. ID Abstract Meanings RF (1/0) XGB (1/0)
CI/Q,] Number of positive peaks Complexity of displacement 36,33,34/11,24,25 19,13,17/ 6, 9,16
2] Cijg2  Positive slant of first peak Displacement velocity 32,14,18/ 9,20,21 24,27,27/ 22,21, 24
CI/Q’3 Negative slant of final peak  Displacement velocity 33,18,20/12,21,17 26, 25,28/ 33, 23, 22
CI/Q,4 Time interval Displacement velocity 38,32,31/25,22,23 28,33,33/15,17,19
CI/Q,S Mean value Average of displacement in one period 39,28,29/16,27,28 34,31,30/ 1,11,11
CI/Q,é Standard deviation Change in displacement in one period 21, 9,12/ 4,13, 8 9,12,12/12, 8, 6
CI/QJ Mean of DTW distance Change in displacement in one session 10, 1, 3/ 5, 5,4 5,1, 4/ 3, 5, 3
CI/Q’S Max. value Peak of displacement 27,10,15/ 7,16,13 27,26,26/ 29,10, 18
CI/Q’L; Min. value Peak of displacement 14, 7, 6/ 2,19,10 4,18,10/ 17,15, 8
[7] CI/Q,IO Time which has CI/Q’g Displacement velocity 37,31,32/22,23,24 23,34,34/ 11, 28, 15
CI/Q,ll Time which has CI/ng Displacement velocity 40, 37,37/ 29,35,36 35,35,35/ 25,32, 36
CI/Q,12 Max. of wavelet coefficients Frequency characteristics of displacement 26, 11,16/ 8,15,14 20, 22,37 /31, 7,20
CI/Q,13 Min. of wavelet coefficients Frequency characteristics of displacement 15, 8, 7/ 6,17,11 10, 16,14/ 18,20, 7
CI/Q,14 Skewness Displacement velocity 34,29,30/ 3,26,27 14,30,31/ 16, 24, 29
CI/Q,IS Kurtosis Displacement velocity 35,30,33/ 1,25,26 32,29,32/ 2,19,21
CI/Q,16 PSD of 0.5 - 4.0 Hz 30, 12,19/ 20, 34,22 30, 14, 23 / 36, 36, 13
Cijg17 PSD of 4.0 -8.0 Hz 24, 6, 9/19,38,35 13, 6, 9/37,37,25
[6] CI/Q,IS PSD of 8.0 - 14.0 Hz Frequency characteristics of displacement 28, 4, 5/ 18, 39, 38 8, 4, 5/37,38,38
CI/Q’IQ PSD of 14.0 - 30.0 Hz 31, 3, 1/18,39,38 21, 3, 2/37,38,39
CI/Q,ZO PSD of 30.0 Hz - 23, 2, 2/13,37,40 7, 2, 1/37,38,40

o We define a total of 40 fiducial features in NFS signals rele-
vant to user authentication.

o We recorded these features from 22 participants’ NFS signals
under three recording states and compared them.

o We evaluate the contribution of these features to authentica-
tion to achieve great authentication performance.

2 EXPERIMENT

Figure 2 presents an overview of the experimental procedure. We
recorded NFS signals, trained and tested authentication models
while varying the combinations of features extracted from them.

2.1 Experimental Setup and NFS Recording

NFS signals were recorded from 22 participants (IDs: P1, P2, ..., P22;
10 females and 12 males; aged between their 30s and 50s) who did
not have any cardiac diseases. The NFS module was placed on the
chest over clothing, and single-lead ECG electrodes were attached
to the skin as a reference. The module incorporates a four-element
loop antenna operating in the very-high-frequency (VHF) band (30-
300 MHz) and a battery-powered circuit. VHF radio waves undergo
low attenuation in biological tissue, and the antenna’s low radiation
efficiency makes the system relatively insensitive to external inter-
ference. The antenna senses chest wall displacement as changes in
input impedance, which can transmit and receive continuous waves
centered at 100 MHz. A variable matching circuit adaptively adjusts
capacitance based on the orthogonal In-phase/Quadrature-phase
(I/Q) outputs from the detector, maintaining stable recordings [14].
The signals were recorded in three states: resting, speaking, and
typing on a PC keyboard, to evaluate authentication feasibility in
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Figure 2: Experimental procedure.

conditions typical for office work. Recordings were obtained at a
250 Hz sampling rate in three 180-s sessions per state, with a few
minutes intervals. Data were processed with an Intel Core i5-10210U
CPU, 64 GB RAM, and an NVIDIA GeForce RTX 3070 GPU (32 GB
VRAM), using PyTorch 2.6.0 and CUDA 11.8. All procedures were
approved by the Ethical Committee of the Information Technology
R&D Center (2023-B001) of Mitsubishi Electric Corporation, Japan,
and informed consent was obtained from all participants.

2.2 Preprocessing and Feature Extraction

After applying a fourth-order Butterworth filter with a frequency
bandwidth of 1-40 Hz and segmentation using two negative peaks
to the recorded signals in the preprocessing, we extracted 40 fea-
tures Cy/g 1, Cr/g,2, -+ C1/Q,20 from the I/Q segments, as shown in
Fig. 1(c). Table 1 lists the features, which are signal-type indepen-
dent and were selected based on studies using physiological signals
for authentication [2, 6, 7] as follows:
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® Cy/g1: - Cryg4 [2] are the peak-related features.

® Cy/05 - Crjg,15 [7] are mainly statistical metrics and in-
clude the mean dynamic time warping (DTW) distance, which
quantifies similarity between time-series segments.

® /0,165 -+ C1/Q,20 [6] are power spectral density (PSD) fea-
tures computed by the Fourier transform. The frequency
bandwidths are based on electroencephalogram signals [1].

2.3 Authentication Model and Feature Selection

To evaluate authentication performance using the extracted fea-
tures, we employed two decision tree-based classifiers as authenti-
cation models: random forest (RF) and extreme gradient boosting
(XGB), which have been successfully applied to authentication
using physiological signals [6, 13]. Additionally, the libraries we
used provide feature-ranking functions that indicate each feature’s
importance [9, 15]; we used these rankings to modify feature com-
binations such as top 5, 10, ... features for training and testing. In
comparison, we also developed two deep learning models using
one segment as non-fiducial features: a one-dimensional convolu-
tional neural network (CNN) model including three convolutional
layers [8], and a combination of CNN and long short-term mem-
ory (LSTM) including two convolutional layers and two LSTM
blocks (CNN+LSTM) [5]. We conducted three-fold cross-validation
in which two folds were used for training and one fold for testing
from three sessions in each recording state. We computed the equal
error rate (EER), Flpeasure and the area under the receiver operat-
ing characteristic (ROC) curve (AUC) as performance metrics. We
also recorded the training and inference time for each model.

3 RESULTS AND DISCUSSION

3.1 Authentication Performance

Figure 3 (left) shows examples of NFS I/Q and ECG signals recorded
in the experiment; the signals exhibit similar cyclical increases
and decreases. Figure 3 (right) shows examples of the PSDs of the
NFS signals, demonstrating that spectral peaks in the NFS align
with those in the ECG. Features in Figs. 3(a) and (b) suggest person-
specific differences, such as skewness and PSD distributions, indicat-
ing the potential for the features in NFS signals for authentication.

Table 2 compares authentication performance across models
and states. RF using all 40 fiducial features achieved the best EER
and AUC compared with the other models, including deep learning
models that use non-fiducial features. The models tended to perform
worse in non-resting states than in the resting state. Table 3 reports
training and inference times for each model in the resting state.
XGB with the 40 fiducial features achieved the best (fastest) training
and inference times among the authentication models.

3.2 Evaluation of Features

Table 1 also lists the importance rank of each feature in each record-
ing state. Smaller rank values indicate greater importance; ranks
1-5 are shown in bold. Figure 4 shows correlation coefficients for
all pairs of features extracted from the I and Q signals, indicating
correlations among some feature pairs, especially ones in the same
references, and suggesting that removing redundant features may
be advisable. For example, the DTWs from the I/Q signals (Cy/g 7),
which receive high ranks in Table 1, correlate with several features
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Figure 3: Examples of recorded signals. Left: NFS I/Q and ECG
signals. Right: PSD of NFS I and ECG signals.

Table 2: Comparison of authentication performance metrics
across models and states. The best values are in bold.

Model  State EER Flmeasure AUC
Rest  0.067+0.053  0.887+0.082  0.962+0.046
CNN  Speak 0.116+0.069  0.800+0.122  0.939+0.057
Type  0.086+0.053  0.849+0.100  0.961+0.034
CNN+ Rest  0.066+0.049  0.884+0.081  0.967+0.039
LSTM Speak  0.108+0.066  0.849+0.100  0.961+0.034
Type  0.085+0.054  0.876%0.082  0.962+0.034
RF Rest  0.065+0.066 0.857+0.120  0.967+0.047
w/ 40  Speak  0.108+0.058  0.745+0.120  0.943+0.042
features Type  0.074+0.048  0.810+0.105  0.966+0.032
XGB Rest  0.070+0.069  0.847+0.130  0.957+0.058
w/ 40  Speak  0.094+0.043  0.781+0.107  0.954+0.032
features Type  0.069+0.053  0.855+0.089  0.965+0.050

Table 3: Training and inference time by each model.

Model Training time [s] Inference time [s]
CNN 29.110+2.383 1.528+3.262
CNN +LSTM 36.257+2.027 0.040+0.011
RF w/ 40 features 6.878+3.037 0.484+0.040
XGB w/ 40 features 0.218+0.138 0.006+0.002

in [7]. Comparing resting and non-resting states (speaking and
typing), the high-frequency PSDs from the I signals (Cy 13-Cy20)
contributed to performance in non-resting states. In contrast, skew-
ness and kurtosis from the Q signals (Cg 14 and Cg 15) contributed
little in non-resting states, possibly because those high-frequency
components distorted the waveforms. Figure 5 shows the relation-
ship between AUC, EER and the number of features for the models.
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Figure 5: (a) ROC curve using RF and XGB with 40 features. (b)
Relationship between the EER and the number of features.

As more features were added according to their ranking, both mod-
els” performance tended to improve; however, XGB performed well
even with a small number of features. Considering the processing
times reported in Table 3, XGB may be the more efficient option.

3.3 Experimental Limitation and Future Works

Although our current system recorded NFS signals and performed
segmentation and preprocessing on a PC for input to the models
used in the experiment, implementing model-related processing on
the NFS module itself could improve usability. On such a module, all
processing should be optimized; for example, peak detection should
use real-time algorithms [11]. Miniaturizing the module (antenna
and circuitry) would enable recordings from multiple body sites and
facilitate everyday use, similar to a wearable ECG accessory [16].
Our experiment used healthy participants and the present setup;
future work will collect data from participants with cardiac condi-
tions using an optimized system, where obtaining clean single-cycle
segments and extracting fiducial features may be more challenging
in personalized systems. Addressing these challenges will require
more robust segmentation, feature extraction and validation un-
der diverse, real-world conditions to evaluate the feasibility of the
authentication using the fiducial features.
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4 CONCLUSION

We evaluated biometric authentication using chest-wall displace-
ment time-series recorded by a wearable NFS and fiducial features
extracted from those signals. NFS 1/Q signals were collected from
22 experimental participants, and 40 fiducial features were ana-
lyzed to assess their contributions and to identify effective feature
sets and authentication models. RF achieved the lowest EER of
0.065+0.066, while XGB provided the fastest processing times and
robust performance with a small feature set compared with the
other models. Future work will focus on on-device model process-
ing, further hardware miniaturization, and validating the approach
with participants who have cardiac conditions to assess feasibility
under more challenging, real-world conditions.
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